[bookmark: _GoBack]How to register your University-reimbursed smart phone
1. Go to 2fa.psu.edu
2. Login to WebAccess 
3. The next screen is:
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4. Enter your last 4 digits of your PSU ID
5. Select Next
6. The next screen is:
[image: ]
7. Select Mobile Phone
8. Select Next
9. The next screen is :
[image: ]
10. Enter your Cell phone #
11. Select the OS/Platform (e.g. iOS, Android, Generic Non-Smart Phone, etc)
12. Enter a name for your device (for you to recognize)
13. Select Next
14. The next screen is:
[image: ]
15. IF YOU HAVE NOT DOWNLOADED THE DUO MOBILE APPLICATION ON YOUR SMART PHONE, YOU NEED TO DO SO NOW.  FOLLOW THE DIRECTIONS BELOW:
a. In your SmartPhone, go to either the AppStore, GooglePlay, etc
b. Search for ‘Duo Mobile’
c. You will see the following app: 
[image: ]
d. Install/download the app on your phone; you will need to enter your Apple ID or Google Play ID to install it.
e. Open the Duo app once it’s installed.  
f. Click OK to allow for Dup Mobile to send you notifications
g. Click Accept for the Agreement clause
h. Set your cell phone down
16. Click Next on the 2fa.psu.edu screen (displayed above #13 above)
17. The next screen is:
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18. Pick up your cell and Click ‘Add Account’ on your cell phone in the Duo Mobile app
19. Select OK in the duo mobile app to allow it to access your camera
20. Hold your phone camera to your computer screen to scan and activate the code shown on the screen.
21. Congratulations!  Your SmartPhone is now registered with 2FA.



Confirm your device using the QA site 
1. Go to: https://cosign.aittest.psu.edu/ (the thumbprint will have QA on it; it’s not production)
2. Enter your WebAccess login
3. Select Log In
4. The next screen is:
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5. Keep the defaulted information selected (Duo Device = your mobile name and Duo Push)
6. Select Log In
7. Your mobile will alarm you that a Duo mobile request has been triggered
8. The bottom of your mobile screen will look like this on your mobile
[image: ]
9. Select Approve on your mobile screen within the Duo app.  
10. The Duo app will show Approved!
11. If you look on the computer screen, it will now show this from the QA site (which represents you logged in successfully to WebAccess and 2FA):
When 2FA is turned on by the University, this screen will represent whichever system you are logging in to (e.g. ESSIC, timecard, etc).
[image: ]

1

image3.png
ADD A MOBILE PHONE

For most mobile phones, push notifications are preferred for 2FA authentication. However, if you need voice/text-only
authentication, simply choose 'Generic Non-SmartPhone' as your OS/Platform.
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INSTALL DUO MOBILE

NOTE: If you already have Duo Mobile installed on your device, skip the following instructions and choose
'NEXT.'

e If you are viewing this page on the device you wish to add, download Duo Mobile now. Then return here and
choose 'NEXT.'

e If you are NOT viewing this page from the device you wish to add, install Duo Mobile from your device's app
store now. Choose 'NEXT' when you are finished.
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ACTIVATE DUO MOBILE

Manage your device(s)
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Michelle's Cell ()OOG-XXX-8138) ~
@ Duo Push RECOMMENDED @
© Phone cal @

© passcode ®@

Next SMS passcode starts with 1 (send more)
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PENNSTATE
@ WebAccess

& 1elp € Logout

Published Services Utilizing WebAccess

« cosign-check (v4/v6)
« cosign-check-v4
« cosign-check-v6

Multi-Factor Tests

« This requires 2fa.

« This requires otp (mainframe token).

« This requires otp-junk (testing mainframe
token).

« And this page is what people should see when
they visit a website requiring 2fa but are not
enrolled.

& Reminder: When you are finished using all authenticated Web resources, be sure
to logout.
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WELCOME TO 2FA@PSU!

For more information about 2FA, visit Two Factor Authentication.
To get started on using 2FA at Penn State, please enter the last four digits of your PSU ID:

9XXXX
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CHOOSE A DEVICE

Which of these would you like to add and use for 2FA authentication?

© Mobile Phone
© Tablet
© Token

© Landline




